2011 Q1 - Q2 Security Updates Published

Radiant has created and released security patches to address Microsoft release X17- 47415 for XPE and WES Please ensure you instruct your

customers to download these updates as soon as possible. For Radiant OS updates, please visit:

. http://www.radiantsystems.com/hardware/security-updates.asp

Windows Embedded Standard (WES) Patches

Patch / KB # Applies | OS/SP | Release | Produced | Reboot | Patch Summary

to Date by Needed

MS11-002/KB2419632 All/W Feb-11 Microsoft Yes Vulnerabilities in Microsoft Data Access Components Could Allow
Remote Code Execution for WES

MS11-003/KB2482017 All/W Feb-11 Microsoft Yes Cumulative Security Update for Internet Explorer (2482017) for WES

MS11-006/KB2483185 All/W Feb-11 Microsoft Yes Vulnerability in Windows Shell Graphics Processing Could Allow
Remote Code Execution (2483185) for WES

MS11-002/KB2419632 All/W Feb-11 Microsoft Yes Vulnerabilities in Microsoft Data Access Components Could Allow
Remote Code Execution for WES

MS11-003/KB2482017 All/W Feb-11 Microsoft Yes Cumulative Security Update for Internet Explorer (2482017) for WES

MS11-006/KB2483185 All/W Feb-11 Microsoft Yes Vulnerability in Windows Shell Graphics Processing Could Allow
Remote Code Execution (2483185) for WES

MS11-007/KB2485376 All/W Feb-11 Microsoft Yes Vulnerability in the OpenType Compact Font Format (CFF) Driver Could
Allow Remote Code Execution (2485376) for WES

MS11-010/KB2476687 All/W Feb-11 Microsoft Yes Vulnerability in Windows Client/Server Run-time Subsystem Could
Allow Elevation of Privilege (2476687) for WES

MS11-011/KB2393802 All/W Feb-11 Microsoft Yes Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege
(2393802) for WES

MS11-012/KB2479628 All/W Feb-11 Microsoft Yes Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Elevation
of Privilege (2479628) for WES

MS11-013/KB2478971 All/W Feb-11 Microsoft Yes Vulnerabilities in Kerberos Could Allow Elevation of Privilege (2478971
and 2496930) for WES

MS11-014/KB2478960 All/W Feb-11 Microsoft Yes Vulnerability in Local Security Authority Subsystem Service Could Allow

Local Elevation of Privilege (2478960) for WES




XP Embedded Service Pack 3 Patches

Patch / KB # Applies | OS/SP | Release | Produced | Reboot | Patch Summary

to Date by Needed

MS11-002/KB2419632 All/3 Feb-11 Microsoft Yes Vulnerabilities in Microsoft Data Access Components Could Allow
Remote Code Execution for SP3

MS11-003/KB2482017 All/3 Feb-11 Microsoft Yes Cumulative Security Update for Internet Explorer (2482017) for SP3

MS11-006/KB2483185 All/3 Feb-11 Microsoft Yes Vulnerability in Windows Shell Graphics Processing Could Allow
Remote Code Execution (2483185) for SP3

MS11-007/KB2485376 All/3 Feb-11 Microsoft Vulnerability in the OpenType Compact Font Format (CFF) Driver
Could Allow Remote Code Execution (2485376) for SP3

MS11-010/KB2476687 All/3 Feb-11 Microsoft Vulnerability in Windows Client/Server Run-time Subsystem Could
Allow Elevation of Privilege (2476687) for SP3

MS11-011/KB2393802 All/3 Feb-11 Microsoft Vulnerabilities in Windows Kernel Could Allow Elevation of Privilege
(2393802) for SP3

MS11-012/KB2479628 All/3 Feb-11 Microsoft Vulnerabilities in Windows Kernel-Mode Drivers Could Allow
Elevation of Privilege (2479628) for SP3

MS11-013/KB2478971 All/3 Feb-11 Microsoft Vulnerabilities in Kerberos Could Allow Elevation of Privilege
(2478971 and 2496930) for SP3

MS11-014/KB2478960 All/3 Feb-11 Microsoft Vulnerability in Local Security Authority Subsystem Service Could
Allow Local Elevation of Privilege (2478960) for SP3

XP Embedded Service Pack 2 Patches

Patch / KB # Applies | OS/SP | Release | Produced | Reboot | Patch Summary

to Date by Needed

MS11-002/KB2419632 All/2 Feb-11 Microsoft Yes Vulnerabilities in Microsoft Data Access Components Could Allow

Remote Code Execution for SP2

For more details on each of the security vulnerabilities and patches, you can view Microsoft’s description at

http://www.microsoft.com/technet/security/current.aspx




